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IN THE CLAIMS; 

1. (Currently Amended) A method used tor provisioning an access key to receive broadcast 
services in a terminal storing a private key comprising: 

distribut ng, ove? the aii horn the te ninal a public key corresponding to the private key; 

receiving, over-the-air at the terminal , a secret key encrypted by the public key; 

decrypting the secret key by with the private key at the term inal; 

receiving the access key a t the terminal encrypted by the secret key; and 

decrypting the access key at the termi nal by with the secret key. 

.2. (Original) The method of claim 1 , wherein the secret key is a registration key, 

3 . (Original) The method of claim 1 , wherein the secret key is a temporary key. 

4. (Currently Amended) The method of claim 1 , further comprising: 

deriving a short key at the ter m inal, based on the access key; 

receiving encrypted broadcast content at the termina l; and 

decrypting the encrypted broadcast content at .the t ermina l using the short key. 

5. (Currently Amended) A method used for provisioning a broadcast access key to receive 
broadcast services in a terminal storing a private key comprising: 

distributing, over-the-air from the tennn i' i public ke> corresponding to the private key; 
receiving, over-the-air at the terminal, the broadcast access key encrypted by the public 

key; and 

decrypting the broadcast access key at. the terminal by with the private key. 

6. (Cancelled) 
?. (Cancelled) 

8. (Currently Amended) The method of claim 5, further comprising: 

deriving a short ke\ at the \ rm naj based on the broadcast access key; 
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receiving encrypted broadcast content jit Jhejemunaj; and 

decrypting the encrypted broadcast, content at.the.termjnal using the short key, 

9, (Currently Amended) A method used for provisioning an access key to receive broadcast 
services in a terminal storing a secret key comprising'; 

receiving, over-the-air at the terminal, a public key corresponding to a private key for the 
terminal; 

encrypting the secret key a t the te rminal with the public key; 
an > ii ! i t i t ii i 1 1 ' i ! < 

receiving the access key encrypted by the secret key at the terminal; and 
.decrypting the access key by with the secret key at the terminal . 

10. (Original) T he method of clai m 9. wherein the secret key is a registration key. 
1 1 ■ (Original) The method of claim 9, wherein the secret key is a temporary key. 

1 2. (Currently Amended) The method of claim 9, further comprising: 

deriving a short key at th e terminal based on the access key; 

receiving encrypted broadcast content at the terminal ; and 

decrypting the encrypted broadcast content using the short key at the terminal. 

1 3 . (Currently Amended) A method used for distributing an access key to provide broadcast 
services from a content provider comprising: 

recei\ irg, over-the-au at the content provider , a public key corresponding to a private 

key; 

encrypting a secret key a t the content provid er using the public key; 
sending, ver-the i • 1 ten p -«h ider . the encrypted secret key; 

enerypth g the access key using the secret key at the . -ni n: pm\n.er , md 
;ndim e encrypted ac s ke \ fro m t h e e o men t pro \ i d e i . 

H, (Original) T he method of claim 13, wherein the secret key is a registration key. 
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15. (Original) The method of claim 13, wherein the secret key is a temporary key. 

1 6. (Currently Amended) A method used for distributing a broadcast access key to provide 
broadcast services from a content provider comprising: 

receiving, over-the-air at the content provider, a public key corresponding to a private 

key; 

encrypting the broadcast access key using the pubic ke> at the content provider; and 
sending, over-the-air from th e content provider, the encrypted broadcast access key. 

1 7. (Cancelled) 

18. (Cancelled) 

1 9. (Currently Amended) A. method used for distributing an access key to provide broadcast 
services from a content provider having stored a private key comprising: 

distributing, over-the-air from the content provider , a public key corresponding to the 
private key; 

•receiving, over-the-air a t the content p rovider, a secret key encrypted by the public key; 
decrypting the secret key using the private key at the content provi der; 
encrypting the access key at the content p rovider using the secret key; and 
sending the encrypted access key from th e content provider. 

20. (Original) The method of chum 19, wherein the secret key is a registration key. 

2 ! . (Original) The method of claim 1 9, wherein the secret key is a temporary key. 

22. (Currently Amended) Apparatus for provisioning an access key to receive broadcast 
services in a terminal storing a private key comprising: 

means for distributing, over-the-air from the. terminal, a public key corresponding to the 
private key; 
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means for receiving, over-the-air at the terminal a secret key encrypted by the public key; 
means for decrypting the secret key by with the private key attire terminal- 
means for receiving the access ke> encrypted by the secret ke> ! e ■ iinal; and 
means for decrypting the access key by with the secret key at the, te rminal. 

23. (Original) The apparatus of claim 22, wherein the secret key is a registration key. 

24. (Original) The apparatus of claim 22, wherein the secret key is a temporary key. 

25 . (Currently Amended) Apparatus for provi slowing a broadcast access key to receive 
broadcast services in a terminal storing a private key comprising: 

means for distributing, over-the-air from t he termi nal a public key corresponding to the 
private key; 

means for receiving, over-the-air at the term inal, the broadcast access key encrypted by 
the public key; and 

means for decrypting the broadcast access key at t he terminal by wjth the private key . 

26. (Cancelled) 

27. (Cancelled) 

28. (Currently Amended) Apparatus for provisioning an access key to receive broadcast 
services in a terminal storing a secret key comprising: 

means for receiving, over-the-air at the te r minal , a public key corresponding to a private 

key; 

means for encrypting the secret key at the terminal with the public key; 
means for sending, over-the-air from the ter minal the encrypted secret key; 
means for receiving the access key at the terminal encrypted by the secret key; and 
means for decrypting the access key by with the secret key. 

29. (Original) The apparatus of claim 28, wherein the secret key is a registration key. 
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30. (Original) The apparatus of claim 28, wherein the secret key is a temporary key. 

3 1 . (Currently Amended) Apparatus for distributing an access key to provide broadcast 
services from a content provider comprising: 

means for receiving, over-the-air at the content provider, a public key corresponding to a 
private key; 

means for encrypting a secret key using the public key at th e content p rovider: 
means for sending, over-the-air from t he content p rovider, the encrypted secret key; 
means for encrypting the access key at the co ntent provider using the secret key; and 
means for sending the encrypted access key from the content provider . 

32. (Original) The apparatus of claim 31, wherein the secret key is a registration key. 

33. (Original) The apparatus of claim 31, wherein the secret key is a temporary key. 

34. (Currently Amended) Apparatus for distributing a broadcast access key to provide 
broadcast services from a content provider comprising; 

means for receiving, over-the-air at the co ntent provider , a public key corresponding to a 
private key; 

means for encrypting the broadcast access key at the content provid er using the pubic key; 

and 

means for sending, over-the-ai r from the co en > ; der, the encrypted broadcast access 

key. 

35. (Cancelled) 

36. (Cancelled) 

3?. (Currently Amended) Apparatus for distributing an access key to provide broadcast 
un ices from a content provider having stored a private key comprising; 
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means for distributing, over-the-air from t he content provide r, a public key corresponding 
to the private key; 

means for receiving, over-the-air at t he content provider , a secret key encrypted by the 
public key; 

means for decrypting the secret key at the c ent ;nj prxw ider using the private key; 
means for encrypting the access ke\ vtJ ie e orum pioudei using the secret ke> and 
means for sending the encrypted access key from the cont ent provider. 

38. (Original) The apparatus of claim 37, wherein the secret key is a registration key. 

39. (Original) The apparatus of claim 3.7, wherein the secret key is a temporary key. 

40. (Currently Amended) Machine readable medium used for provisioning an access key to 
receive broadcast services in a terminal storing a private key comprising: 

codes for distributing, over-the-air from the terminal, a public key corresponding to the 
private key; 

codes for receiving, over-the-air at the terminal, a secret key encrypted by the public key; 
codes for decrypting the secret key at the t erminal- fey with the private key; 
codes for receiving the access key at the .t erminal encrypted by tie secret key; and 
codes for decrypting the access ke\ at the h rrnina] fey with the secret, key. 

41. (Original) The medium of claim 40, wherein the secret key is a registration key. 

42. (Original) The medium of claim 40, wherein the secret key is a temporary key. 

43. (Currently Amended) Machine readable medium used for provisioning a broadcast access 
key to receive broadcast services in a terminal storing a private key comprising: 

codes for distributing, over-the-air from the terminal, a public key corresponding to the 
private key; 

codes for receiving, over-the-air a t the terminal , the broadcast access key encrypted by the 
p 5lic key; and 
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codes for decrypting the broadcast access key at the terminal fey with the private key. 

44. (Cancelled) 

45. (Cancelled) 

46. (Currently Amended) Machine readable medium used for provisioning an access key to 
receive broadcast sendees in a terminal storing a secret key comprising: 

codes for receivi ng over-the-air a the terminal a public kev corresponding to a private 

key; 

codes for encrypting the secret key at the terminal, with the public key; 

codes for sending, over-the-air from the terminal , the encrypted secret key; 

codes for receiving the access key at. the terminal encrypted by with the secret key: and 

codes for decrypting the access key at the terminal fe y with the secret key. 

47. (Original) The medium of claim 46, wherein the secret key is a registration key, 

48. (Original) The medium of claim 46, wherein the secret key is a temporary key. 

49. (Currently Amended) Machine readable medium used for distributing an access key to 
provide broadcast services from a content provider comprising: 

codes for receiving, over-the-air at the conti nt pj >' ider, a public key corresponding to -a 
private key; 

codes for encrypting a secret key at the content provider using the public key; 
codes for sending, over-the-air from the conte nt provider, the encrypted secret key; 
codes for encrypting the access key at the c ontent provider using the secret key; and 
codes for sending the encrypted access key from the content pro vider . 

50. (Original) The medium of claim 49, wherein the secret key is a registration .key. 
5.1. (Original) The medium of claim 49, wherein the secret key is a temporary key. 
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52. (Currently Amended) Machine readable medium used for distributing a broadcast access 
key to provide broadcast services from a content provider comprising: 

codes for receiving, over-the-air at the cont ent provide r, a public key corresponding to a 
private key; 

codes for encrypting the broadcast access key at the conte nt provider using the pubic key : 

and 

codes for sending, over-the-air from the con tent provider, the encrypted broadcast access 

key. 

53. (Cancelled) 

54. (Cancelled) 

55. (Currently Amended) Machine readable medium for distributing an access key to provide 
broadcast services from a content provider having stored a private key comprising: 

codes for distributing, over-the-air from t he content p rovider, a public key corresponding 
to the private key; 

codes for receiving, over-the-air at the content provider , a secret key encrypted by the 
public key: 

codes for decrypting the secret ke\ itj out provider using the private key; 
codes for encrypting the access key at the content provider using the secret key; and 
codes for sending the encrypted access key fr om the content pro vider . 

56. (Original) The medium of claim 55, wherein the secret key is a registration key. 

57. (Original) The medium of claim 55, wherein the secret key is a temporary key. 

58. (Currently Amended) A processor used for provisioning an access key to receive 
broadcast services in a terminal storing a private key, the processor configured to control; 

distributing, over-the-air from the terminal, a public key corresponding to the private key; 
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receiving, over-the-air at the termi nal - a secret key encrypted by the public key; 
decrypting the secret key from the terminal by with the private key; 
receiving the access ko at th< tj n ± J e tt r pied by the secret ke> ; and 
decrypting the access ke\ at the tei th the sec i et ke> 

59. (Currently Amended) The processor of claim 58. further configured to control: 

deriving a short key based on the access key at the t erminal : 

receiving encrypted broadcast content at t he termin al; and 

decrypting the encrypted broadcast content at the t erminal using the short key. 

60. (Currently Amended) A processor used for provisioning a broadcast access key to receive 
broadcast services in a User Identification Module storing a private key, the processor configured 
to control: 

distributing, over-the-air from t he Us< lentifu ition Modu le, a public key corresponding 
to the private key; 

receiving, over-the-air at the User Ident ifi cation Module , the broadcast access key 
encrypted by the public key; and 

decrypting the broadcast access key at th e User Ident i ficatio n Module by with the private 

key.. 

6! .(Currently Amended) The processor of claim 60, further configured to control: 

Jem ins. a shott ke^ at the I <t i dc nut k atm n \1 kIu'c I 1 ued on the broadcast access key; 

receiving encrypted broadcast content; and 

decrypting the encrypted broadcast content using the short key. 

62. (Currently Amended) A processor used for provisioning an access key to receive 
broadcast services in a terminal storing a secret key, the processor configured to control: 
receiving, over-the-air at the term inal, a public key corresponding to a private key; 
encrypting the secret key a t the t erminal with the public key; 
sending, over-the-air f rom the termin al the encrypted secret key- 
receiving the access key at th e terminal encrypted by with the secret key; and 



10 



U.S. Ser.No, 10/615,882 
Attorney Docket No. 03044! 



decrypting tne access ke> diiin. tern «n i i 1 \ ith the secret ke> 

. (Currently Amended) The processor of claim 62, further configured to control : 
deriving a short key at the termi nal based on the access key- 
receiving encrypted broadcast content; and 
decrypting the encrypted broadcast content using the short key. 
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